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• Healthcare Trends
oGovernment
oOrganic

• HIPPA Trends



Government 
Trends



Governmental Driven Trends

2

3

1
Build on the Affordable Care Act 
through incremental expansions in 
government-subsidized coverage

Push forward with value-based care

Reduce drug cost

Biden Administration Medicare

4 Modernization of the FDA

2

1 Interoperability

Cures Act of 2021 – Information 
blocking 

• Removal of industry silos that prevent 
the seamless sharing of data 

• Increased access to data to make 
informed clinical decisions

• Reduce duplicate testing 



Organic Trends



Organic Trends

VIRTUAL VISITS/ 
TELEHEALTH TECHNOLOGY SHORTAGE OF 

PHYSICIANS
MERGERS & 

INTEGRATION PAYER SHIFTS



Organic Trends

VIRTUAL VISITS/ 
TELEHEALTH

• COVID

• Improved Reimbursement

• Improved Technology 



Organic Trends

TECHNOLOGY

• Investment 
o Increased Security 

o New Technology

• Artificial Intelligence 
o Radiology

• Data Analytics 

o Scheduling 

o Process Flow

• Automation 



SHORTAGE OF 
PHYSICIANS

Organic Trends

Association of American Medical Colleges, June 11, 2021



MERGERS & 
INTEGRATION

Organic Trends

• Hospital mergers and acquisitions
o NC - Sentara Healthcare and Cone Health 

o SC – MUSC acquisition of Provident Health and Kershaw Health

o Outpatient procedures  

• Private Equity 



PAYER SHIFTS

Organic Trends

• Health insurance plans seeking competition

• High deductible plans and concierge medicine

• Self insured plans partnering with providers



HIPAA Trends



COVID and the Privacy Rule

Does not regulate the ability to 
request information from 

individuals.

Regulates how and when covered 
entities and business associates 
use and disclose protected health 

information.  



COVID and the Privacy Rule

• Covered Entity 
o Health Care Provider

o Health Plan

o Health Care Clearinghouse

• Business Associate 

• Hybrid Entity
o Governmental 

o Higher Education



COVID and the Privacy Rule

• Privacy Rule does not apply: 

 If individual is asked about their vaccination status by a school, employer, store, restaurant, 
entertainment venue, or another individual.

 If individual asks another individual, their doctor, or a service provider whether they are 
vaccinated.

 If individual asks a company, such as a home health agency, whether its workforce members 
are vaccinated.

 Generally, the Privacy Rule does not regulate what information can be requested from 
employees as part of the terms and conditions of employment that an employer may impose 
on its workforce.

HIPAA, COVID-19 Vaccination, and the Workplace, HHS.gov



COVID and the Privacy Rule

• The Privacy Rule prohibits covered entities and their business associates from using or 
disclosing an individual’s PHI, such as whether an individual has received a vaccine.

• A covered physician is permitted to disclose PHI relating to an individual’s vaccination to 
the individual’s health plan as necessary to obtain payment for the administration of a 
COVID-19 vaccine.

• A covered pharmacy is permitted to disclose PHI relating to an individual’s vaccination 
status to a public health authority.

HIPAA, COVID-19 Vaccination, and the Workplace, HHS.gov



COVID and the Security Rule

• The Office of Civil Rights (“OCR”) announced it would exercise enforcement discretion 
during the COVID pandemic specifically around telehealth. 

• Covered health care providers may use popular applications that allow for video chats, 
including Apple FaceTime, Facebook Messenger video chat, Google Hangouts video, 
Zoom, or Skype, to provide telehealth without risk that OCR might seek to impose a 
penalty for noncompliance with the HIPAA Rules. 



Privacy Rule

• Covered entities generally have 30 days to act on a patient’s request to access medical 
records. 

• OCR has been active in responding to patient complaints: 

o 20 enforcement actions in 2021

o $3,500 to $200,000 



Security Rule: City of New Haven, CT (October 2020)

In January 2017, the New Haven 
Health Department filed a breach 

report with OCR stating that a 
former employee may have 

accessed a file on a New Haven 
computer containing the 

protected health information 
(PHI) of 498 individuals.

On July 27, 2016, a former 
employee returned to the health 

department, eight days after 
being terminated, logged into her 
old computer with her still-active 

username and password, and 
downloaded PHI onto a USB 

drive. 

The former employee had 
shared her user ID and 

password with an intern, who 
continued to use these login 
credentials to access PHI on 

New Haven’s network after the 
employee was terminated.



Security Rule: City of New Haven, CT (October 2020)

Failed to conduct an enterprise-wide risk analysis

Failed to implement termination procedures

Failed to implement access controls such as unique user identification

Failed to implement HIPAA Privacy Rule policies and procedures



Security Rule: West Georgia Ambulance, Inc. (December 2019)

Failure to conduct a risk analysis

Failure to provide a security awareness 
and training program

Failure to implement HIPAA Security 
Rule policies and procedures

In 2013, West Georgia filed a breach report concerning the loss of an unencrypted laptop containing PHI. 

The last thing patients 
being wheeled into the 
back of an ambulance 
should have to worry 

about is the privacy and 
security of their medical 

information.
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