
Welcome to
Managing Cybersecurity Risks

The event will begin shortly.  Phones are muted.



This material was used by Elliott Davis during an oral presentation; it is not a complete record of 

the discussion. This presentation is for informational purposes and does not contain or convey 

specific advice. It should not be used or relied upon in regard to any particular situation or 

circumstances without first consulting the appropriate advisor. No part of the presentation may be 

circulated, quoted, or reproduced for distribution without prior written approval from Elliott Davis.
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Today’s Cyber Risk Landscape
“The FBI reported a 400% increase in cybercrimes since the start of the 
pandemic with nearly half of all cyberattacks committed against small 
businesses.” 

- Tonya Ugoretz, Deputy Assistant Director of the FBI’s Cyber Division
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Recent News
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Who are the top targets?

June 22, 2021

“Recent research by Barracuda Networks indicates 
that 44% of global ransomware attacks in 2020 
targeted municipalities.



Municipalities Financial Loss

Source: Knowb4. (2020) “The Economic Impact of Cyber Attacks on Municipalities”

City Population Affected Demand (USD) Recovery (USD)
619,493 in Maryland $76,000 $10-18 Million

619,968 in Colorado $51,000 $1.5 Million

523,738 in Georgia $55,000 $17 Million

390,144 in Louisiana Unknown $7-10 Million

Municipalities are ideal targets as they provide many essential services. Once a ransomware attack 
occurs, there is no escaping the fiscal costs. Additionally, the average downtime is 9.6 days* where the 
city’s necessary services and vital information can no longer be assessed of operated.

*Coveware. (2019). Coveware Q2 Ransomware Marketplace Report
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Higher Education Risk
• Impacts of COVID-19 was a shift to remote and online learning which led to increased number and 

severity of cyberattacks on institutions; number of attacks on educational institutions has grown 
faster than in any other sector, according to a report by Checkpoint

• 30 percent increase in attacks compared to a 6.5 percent average increase across all industries in 
just July and August 2020

Schools Attack Demand/Cost
University of Utah Breach of sensitive information

released on internet
$450,000

University of Colorado Cloud provider Accellion, Inc. 
hacked 

Over 300,000 records exposed- student grades, 
transcripts, medical treatments, and Social Security 
numbers

University of Texas, El Paso Potential malicious intrusion A day prior to final exams

Prairie View A&M University
Roanoke College

Cyberattack on all major network 
systems

Coursework delay; Shift in break and exam calendar; 
Payment deadlines extended

Michigan State University
Columbia College in Chicago
UC San Francisco

NetWalker malware Name-and-shame urging victims to pay; UC San 
Francisco paid out $1.1 Million



Not-For-Profit as a Target
• Common misconception that not-for-profit safe from digital breaches

• Institute for Critical Infrastructure Technology: 50% of NGOs experienced 
ransomware 

• Why?
o Data- vast amounts of financial data!

o Lack dedicated IT security staff 

o 80% lack documented policies and procedures

• Example: Blackbaud (software primarily for nonprofits) attack in May of 2020 
affected the 536 organizations and close to 13 million people, including:
• Healthcare organizations

• Charities

• Human rights organizations

• Universities and colleges 

• Churches

• Food banks 

• Trusts for historical buildings

• Nonprofit radio stations
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Increasing Resources and Sophistication

• Cyberwar, state 
secrets, 
industrial 
espionage
• Highly 

sophisticated
• Nearly unlimited
• Advanced 

persistent 
threats

• Economic gain
• Significant tech 

resources & 
capabilities
• Established 
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• Adware, 

crimeware, IP 
theft

• Statement
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• Vandalism
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technical 
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• Fame and 
notoriety
• Limited 

technical 
resources
• Known exploits

Understanding Threats 



76% of attacks 
typically happen 
during the night 
or on weekends

PHISHING

Ransomware Example



Bogus Invoice Scheme From Third Party

High Ranking Official Scheme

Internal Email Account Compromise

It is Easier to Move Money



Managing Your Cyber Defenses
“If you put a key under the mat for the cops, a burglar can find it, too. 
Criminals are using every technology tool at their disposal to hack into 
people’s accounts. If they know there’s a key hidden somewhere, they 
won’t stop until they find it.”

- Tim Cook, Apple CEO



‘Reasonable’ 
security requires 
organizations to 

establish program 
ownership and 
enable security 

through a 
framework of 
technical and 
organizational 

measures

POLICIES
Institute and maintain 
enterprise security policy 
(and others if appropriate)

CONTROLS FRAMEWORK
• Implement security controls based on risk
• Consider admin, technical, physical controls
• Focus on data protection (e.g., encryption), 

authentication, and backup/restoration

RISK ANALYSIS
Undertake recurring analysis of the risks of 
personal data collected/processed and use to 
assess appropriate level of security

BREACH RESPONSE
Process in place to investigate and 

notify enforcement authorities 
within required period of becoming 
aware of a breach of personal data

THIRD PARTIES
Ensure any data 

processors implement 
appropriate technical and 
organizational measures

TESTING
Conduct regular testing 
and, and act on results

Information Security Program



A (highly) recommended technical control used when collecting, storing, or transmitting sensitive 
data within and outside of your organization.

Most state laws do not consider encrypted data loss to 
be a breach if the encryption keys are protected.

Considerations
• Outline policy in place to govern use of encryption
• Align to data classification/data protection policy
• Consider data maps for completeness of 

implementation
• Important to periodically evaluate if your encryption 

solution meets current standards

Control Deep-Dive: Encryption



Many organizations rapidly stood up or expanded their remote access capabilities without evaluating 
the cyber security risk of these changes.

• Most organizations don’t have the same defense capabilities for 
remote workers:  no URL filtering, no data loss prevention, no 
Layer 7 firewalls

• Patching and maintenance of equipment is not as efficient or 
not happening

• Strong passwords and multifactor authentication are not in use
• Always use multi-factor authentication for remote email access

o 99.9% of Hacked Microsoft Accounts don’t use MFA
o Microsoft blocks 300 million fraudulent login attempts per 

day

Control Deep-Dive: Remote Access



Important to also consider the integrity and availability of systems as part of framework.

TESTING
Evaluate backups to ensure they can be used for 
recovery;  Consider as part of broader disaster 
recovery test

PROTECTION
Apply defense-in-depth to backups including logical 
access, encryption, and physical controls

OFFLINE
Ensure there are offline backups to protect from 
attacks such as ransomware

POLICY
Outline responsibilities, procedures, and inputs for 
backup and system recovery

COVERAGE
Evaluate scope of systems considered in backups 
against personal data maps

SCHEDULE
Consideration data recovery point objectives and 
associated timing of backups (full and incremental)

Control Deep-Dive: Data Backup



• Stop presenting the same boring content year over year;  If its boring to 
you, its boring to your users

• Customize your training plan and mimic what the attackers are doing to 
users

• You should be subscribing to a phishing service or performing phishing on 
your own

o Your training plan should be customized based on real time events

• You need to have a method for users to report phishing attempts to your IT 
team for follow up

o You need to follow up on the phishing attempts that are reported, they 
could be the canary in the coal mine

Control Deep-Dive: Training



Responding to Cyber Events

“There are only two types of companies (agencies): those that have 
been hacked, and those that will be.”

- Robert Mueller, Former FBI Director



It is critical to have a documented, accepted, and well understood process to evaluate and respond 
to potential cyber events within your IT landscape.

• On-going operational process to identify potential indicator of
a cyber event and to triage them

• Includes both IT systems as well as user input
• Often the impact of a cyber breach is determined with how 

your organization responds
• Must include decision-making and input from cross-

functional parties;  NOT SOLELY AN IT FUNCTION

Prepare

Identify

Contain

Eradicate

Recovery

Review

SANS Incident 
Response 
Lifecycle

Defining Your Incident Response



Policy PlaybookProcedure

Defines the requirements  
and objectives of the  

incident response plan  
without defining the how

General flow of activities  
applied to report, evaluate,  

contain, and address a cyber  
incident; Defines the who  

and the high-level how  
across incident types

Step-by-step activities used  
in order to respond to  

specific types of incidents  
(e.g., ransomware, lost  

laptop, third party breach)

Layers of IR Planning



Incident response process needs to include evaluation and decision making process to determine 
both if a breach has occurred and the impacted parties/residency of these parties.

Enforcement Authority Notification Impacted Individual Notification

• Evaluate if incident or actual breach
• Determine residency of impacted 

individuals
• Notify approach authority, generally 

through form on webpage

• Assess severity and potential impact 
(e.g., what elements were breached)

• Outline contact info, likely 
consequences, measures 
taken/proposed, and any measures to 
mitigate

Where a breach is suspected, generally recommend engagement with 
specialists (including counsel and cyber insurance provider) to help 

coordination.

Breach Notification



• Real threats should be presented;  Choose a likely scenario from a social engineering attack and 
walk through it with the management team

• Review your incident response program and make sure that it is up to date and accounts for new 
threats that are introduced every year

• Ensure your backups are done regularly, work, and have at least one copy stored offsite

• Poll your IT and Information Security teams to verify the same defense capabilities are available 
to all remote users

Sharpen Response Capabilities



Case Studies & Final 
Recommendations



Context

• Responsible for overall approach to 
information security at agency and 
operational security aspects of its hosted 
systems and applications 

• Needed to assess security posture of 
applications and systems 

• Required to ensure regulatory 
requirements were met

Helping A State Agency Assess Cybersecurity To Drive  
Compliance

Our Approach

Over 5 weeks completed: 

• Internal Penetration Testing 

• External Penetration Testing 

• NIST 800-53 Assessment

• Device Configuration Review / OSSA 
(Operating System Security Assessment)

• Network TAP Analysis and Inventory of 
Devices

• Web Application Penetration Testing

Client Impact

• Identified areas of risk that could lead to 
exposure

• Real insights into system and process 
weaknesses with future areas of 
improvement

• Demonstrated impact of vulnerability 
through exploitation

• Leveraged PTES framework for seven 
phase effective testing

• Received roadmap of remediation

Management asked Elliott Davis to 
help answer: “Are my hosted systems 

and applications and systems in 
compliance to support information 

security at the agency?” 

CASE STUDY



Context

• Office of President requested a holistic 
view of the entire university cybersecurity 
posture (multiple independent campuses 
and the President’s office)

• Expressed a desire to have reports feed 
current university heat map management 
report

Helping A Major University Improve Cybersecurity And Identify 
Areas Of Risk

Our Approach

• Profiled current state of technical and 
business/management capabilities

• Leveraged weighted and scoring 
methodology of CIS Critical Security 
Controls framework

• Delivered heat map based on algorithm of 
weighted categories by importance and 
maturity across all campuses

• Provided Plan of Action and Milestones 
(POA&M) to track risk mitigation activities 
and remediating security gaps

• Identified areas that can be jointly 
addressed with system wide solutions

Client Impact

• Identified areas of risk that could lead to 
exposure

• Received suggested remediation steps of 
security gaps to protect all campuses and 
office of President

• Leveraging one report (heat map) to 
monitor possible areas of risk on a regular 
basis

• Developed understanding of current cyber 
risks associated with cyber attacks, data 
breaches, and other internal and external 
threats

Trustees Board asked Elliott Davis to 
help answer: “How can we reduce our 

risk and exposure as it relates to 
cybersecurity across each of our 
campuses and the Office of the 

President?” 

CASE STUDY



Cybersecurity Assessment Scorecard
CIS Control Policy Im plem entation Reporting Weighted 

Average
Grade

1 Inventory and Control of Hardware Assets 60% 77% 70% 75% C
2 Inventory and Control of Software Assets 56% 71% 72% 70% C-
3 Continuous Vulnerability Management 48% 59% 57% 58% F
4 Controlled Use of Administrative Privileges 79% 81% 85% 81% B-
5 Secure Configuration for Hardware and Software on Mobile Devices, Laptops, Workstations and Servers 70% 87% 87% 85% B
6 Maintenance, Monitoring and Analysis of Audit Logs 63% 86% 83% 83% B

Basic Controls - Results 63% 77% 76% 75% C
7 Email and Web Browser Protections 46% 60% 58% 58% F
8 Malware Defenses 53% 72% 72% 70% C-
9 Limitation and Control of Network Ports, Protocols, and Services 70% 87% 87% 85% B

10 Data Recovery Capabilities 100% 100% 93% 99% A+
11 Secure Configuration for Network Devices, such as Firewalls, Routers and Switches 70% 93% 89% 90% A-
12 Boundary Defense 66% 80% 80% 79% C+
13 Data Protection 57% 52% 52% 53% F
14 Controlled Access Based on the Need to Know 63% 79% 79% 77% C+
15 Wireless Access Control 53% 69% 69% 67% D+
16 Account Monitoring and Control 67% 85% 84% 83% B

Foundational Controls - Results 65% 78% 76% 76% C
17 Implement a Security Awareness and Training Program 42% 66% 28% 60% D-
18 Application Software Security 67% 80% 79% 79% C+
19 Incident Response and Management 86% 77% 77% 78% C+
20 Penetration Tests and Red Team Exercises 28% 28% 28% 28% F

Organizational Controls - Results 56% 63% 53% 61% D-

Overall Grade 63% 75% 73% 74% C
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As an output of our cybersecurity assessment, you will receive an overall ‘scorecard’ (example above), a detailed assessment report including scope of the assessment, 
log of assessment findings, remediation recommendations, and a summary overview for management.



Implement multifactor authentication (MFA)

Develop an incident response plan

Remove local administrator rights

Patch third-party applications

Implement network segmentation

Ensure offline backups exist & restore times are acceptable to mgmt.

Update software and hardware inventories1

2

3

4

5

6

7

Most Common Recommendations



ü Go above and beyond ‘compliance’ requirements; Consider a framework-based review and IT penetration test.

ü Require multi-factor authentication for all remote access; If you rolled out VPN without it, its time to circle 
back and add it now; Credential theft is the cornerstone of most cyber attacks.

ü Use security awareness training tools to help employees identify social engineering techniques and spear-
phishing emails with malicious links; Specifically add training in regards to phishing around coronavirus, social 
injustice initiatives, and elections.

ü Consider the coverage of your system backups.

ü Perform a set of tabletop exercises (2 – 3) based on real world scenarios that could impact your organization; 
Include members inside and outside of IT;  Develop lessons learned on how to improve your response.

Final Recommendations



QUESTIONS?
We’re here to help. 

Brian Kirk, Director
Digital Operations and Cybersecurity

Direct: 864.242.2606
Brian.Kirk@elliottdavis.com

Tom McNeish, Shareholder
Government Specialty 

Group Leader

Direct: 919.334.6180
Tom.McNeish@elliottdavis.com


