
Consumer privacy and data collection are at the forefront of technology-driven policy issues facing lawmakers at the state and 

federal levels. California’s latest privacy legislation, the California Consumer Privacy Act (CCPA), grants state residents new, 

wide-ranging rights pertaining to the collection and use of their personal information. 

Passed by the California Assembly in 2018, CCPA is a groundbreaking law designed to protect consumer privacy. Its application is 

estimated to affect more than 500,000 businesses while substantially impacting companies that collect and utilize consumer-level 

data. California isn’t the first state to pass privacy legislation; however, given that its economy is the fifth-largest in the world, this 

new law will impact organizations on a global scale.

The CCPA follows a global trend of privacy protection laws passed in Canada (the Personal Information Protection

and Electronic Documents Act, or PIPEDA) and Europe (the General Data Protection Regulation, or GDPR). Meanwhile, the U.S. 

House and Senate have held numerous hearings about data privacy and the potential for federal regulation. Fifteen other states, 

including New York and Washington, have also introduced privacy bills. 

This article is designed to provide you with an understanding of the scope and impact of this law and help you begin planning 

your approach to identify and address new data privacy program requirements.

What Businesses Does It Impact?
The CCPA applies to for-profit organizations that collect personal 

information about California residents, do business in California, 

and meet one or more of the following: 

• Have a yearly gross revenue of $25 million or more.

•  Annually buy, receive, sell, or share the personal information 

of 50,000-plus consumers, households, or devices for 

commercial purposes.

•  Derive 50 percent of their annual revenue from selling 

the personal information of consumers.

When Does It Take Effect? 
The CCPA took effect on January 1, 2020, with the inclusion 

of five amendments to the bill ratified as of October 11, 2019. 

The state’s attorney general office has also drafted rules for 

how the law will be enforced with anticipated enforcement 

beginning no later than July 1, 2020.

PROTECTING YOUR BUSINESS 
UNDER NEW DATA PRIVACY LAWS

JUNE 28, 2018
CCPA signed into law

JULY 1, 2020
State AG’s offi  ce begins 
enforcement

OCTOBER 10 – DECEMBER 5, 2019
State AG’s offi  ce releases draft  rules 
of enforcement for public comment

SEPTEMBER 13, 2019
CA Assembly approves 
5 amendments

JANUARY 1, 2020
Law becomes eff ecti ve and companies 
are expected to be in compliance



Who And What Is Covered? 
Personal information about California consumers, with consumer 

defined as a “natural person” (not a legal entity) who is a state 

resident, is covered under the CCPA. This includes every 

individual in California for any non-temporary purpose; it also 

applies to individuals who live in the state, but are outside of 

California for a temporary or transitory purpose. “Personal 

information” is broadly defined under the CCPA to include:

•  Personal identifiers, such as name, IP and email addresses, 

account name, and Social Security number

•  Commercial information, such as purchases or consumption 

tendencies

•  Internet or other network activity information, such  

as website or online advertisement interaction 

• Geolocation data and biometric information

• Audio, electronic, or similar information

• Professional, employment, and education information 

It’s important to note that certain types of personal information 

already in-scope for existing California or federal laws are 

excluded from scope such as health information (HIPAA) and 

financial information (GLBA).

What Are The Penalties For Non-Compliance 
Businesses have 30 days to remediate any violations upon official 

notification they have violated the CCPA. The attorney general’s 

office is enforcing the CCPA through staffing funded entirely from 

money generated by CCPA compliance penalties. Civil penalties 

are $2,500 per record (unintentional) and $7,500 (intentional). 

California residents may also take direct civil action against 

businesses via lawsuits.

What Rights Do California Residents  
Have Under The CCPA? 
Rights for California residents under the CCPA generally  

fall into the following categories:

•  Right to be Informed: Companies must disclose the categories 

of personal information to be collected and the purpose, as 

well as the rights associated with the deletion of personal 

information and opting out. 

•  Right to Access: They can request details regarding the 

personal information companies have collected from them.

•  Right to Opt-Out: They can prohibit companies from selling 

their personal information unless express authorization  

is granted.

•  Right to be Forgotten: Businesses must delete consumers’ 

personal information following a verified request.

•  Right to Not be Discriminated Against: Businesses cannot 

discriminate against consumers who have exercised their  

right to opt-out.

In order to facilitate these new consumer rights, businesses are 

required to update their privacy disclosures as well as provide  

a process to verify and process rights requests for access and 

deletion in a timely manner.  Businesses are also expected to 

establish commercially reasonable data security controls and 

update contracts with third parties where the business shares 

personal information. 
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What Don’t We Know Yet? 
The CCPA was developed over seven days versus the four years  

it took to craft the GDPR. This abbreviated timeframe creates 

several unknowns related to implementation of the law. 

In the coming months, amendments from the Assembly and 

additional direction from the state Attorney General’s office 

should be forthcoming. You should continue to monitor these 

developments to understand how they impact your CCPA 

readiness. Specific questions that need to be addressed include:

•  Will the CCPA look to include employee information within  

its scope starting in 2021?

•  How will the State AG’s office follow-up on consumer 

complaints and verify remediation?

•  What qualifies as “reasonable” data security controls  

required under CCPA?

Elliott Davis Is Here To Help 
The CCPA is extensive, complicated, and evolving legislation, and 

violations can be costly for companies of any size. While it only 

applies to California residents (see above), it will impact 

businesses across the country and the globe. 

The consultants at Elliott Davis work with organizations to 

develop a holistic data privacy strategy to address the 

circumstances and situations under which you collect, process, 

share, and secure consumer data. Pursuant to the CCPA,  

Elliott Davis works with our customers to:

•  Understand their data privacy requirements.

•  Evaluate how privacy requirements align and with, and 

potentially impact, your operations.

•  Implement processes and technology to ensure compliance.
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